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Confession time

“I don't have backups”












Express backups

Run home right now...

(grab a big external hard drive on the way, format it with
ext3)

Install rdiff-backup

Run the magical command



Magical command

sudo rdiff-backup --exclude-other-
filesystems ::/ ::/media/disk

sudo rdiff-backup --remove-older-than 60D ::/media/disk



Recovery

sudo rdiff-backup --1list-changed-
since 1D ::/mnt/disk



Recovery

deleted Maildir/spam/cur/12276.flay:2,
deleted Maildir/spam/cur/12277.flay:2,



Recovery

sudo rdiff-backup -r 1D
/media/disk/Maildir/spam /tmp/spam












Disaster: Accidental deletion



trm -rf /



Recovery from accidental deletion

At least one quite recent older copy of
your data.

Emergency:
dd if=/dev/drive of=/mnt/otherdrive/drive.1image

photorec /mnt/otherdrive/drive. 1image

Won't work: RAID



Media failure
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Recovery from media failure

At least one very recent older copy of
your data on another drive.

Wil likely work: RAID
Emergency:
ddrescue /dev/old_drive /mnt/other/old_drive.image

fsck /mnt/other/old_drive.1image

mount -o loop /mnt/other/old_drive.image
/mnt/somewhere



Software failure



merge.py (~Desktop) - gedit

Ble Edit Wiew Search Tools Documents Help

D@ 0| = fORm I

New Open Save Print... Undo Redc Cut Copy Paste Find Replace

@ merge.py £ ‘

=

1120 # file kind...

1121 base pair = contents pair(self.base tree)

1122 other pair = contents pair(self.other_tree)

1123 if base pair == other _pair:

1124 # OTHER introduced no changes

1125 return "unmodified"”

1126 this pair = contents pair(self.this tree)

1127 if this pair == other pair:

1128 # THIS and OTHER introduced the same changes

1129 return "unmodified"”

1130 else:

1131 trans id = self.tt.trans id file id(file 1id)

1132 if this pair == base pair:

1133 # only OTHER introduced changes

1134 if file id in self.this tree:

1135 # Remove any existing contents

1136 self.tt.delete contents(trans_id)

1137 if file id in self.other _tree:

1138 # OTHER changed the file

1139 create from tree(self.tt, trans id,

1140 Self.ﬂther_¢§ee, file id)
1141 if file id not in self.this tree:

11472 self.tt.version file(file id, trans id)
1143 return "modified"”

1144 elif file id in self.this tree.inventory:

1145 # OTHER deleted the file

1146 self.tt.unversion_ file(trans id)

1147 return "deleted"”

1148 #BOTH THIS and OTHER introduced changes; scalar conflict

Ln 1136, Col 54




Recovery from software failure

At least one quite recent older copy of
your data possibly on a separate operating
system.

Won't work: RAID



Massive local faillure






Recovery from massive local failure

At least one quite recent copy of your
data as far away as possible.

Won't work: Most other things.



Provider failure



RiFE]
7 kimEd
W FRIDA

200 ATE ETEHS

;] ESTR4  [RDD % = -]
T oD (5 = ikl
RDE  ATIUD WLTEIRD OSC
5 SR TTF0d  0a3
SEX SCRED T e
M EATE
B2 pLmEd Fle30 BB
3 TRE) IFeBl  led
30 TCEED HedS a3
I TOTED 4.5 1.0}

b ] HIWEL = 11

B8 ATIUD IATIRD ORC
74 CLSCE BBl Bad
B3 sELPLE 10500 Oab
13 SE0LL4 S0-38 1.0
i16F anETEd g - |
03 PO M

si¥pHE

8%

n i ] o, u REmE THLFY e 2 6] (=i TE Y G+ wind L ol
i ® o | 170

pa = | (g =s [ 2.5 ] [E ) belrd ] e | [k kg Sl

-

WwTimd oSt MEC i pua ULTImd 8L
di:00 2.2 4 3 LA 300 T.8
4:08 1.2 il N et ™ e Tt T
2280 0 TEl . i oAl G4 .73
10,4 [ 1] [n, 5 0] FelZ s
HIEL = 1 LR L 50 il
LLTERD OSC HES ILETY 1.7 &3
lii:00 0.8 12 PS4 Tl ad
L0l 1.5 248 e 144 7] 0. 0
(15

43

Lhadd

IFal

[

=$8§ii.2

S, B

2 44
Py
11 ]
1Fi
EL ]
55 ]

L]

[F2]

i = FETEP 44

ATIu WTinD OfC WS

UESE4 1878

e (= R L
ATIE TR
LL it} Fi-i0
iLGALS A3t 0
eFLEE e bl

[RatThd ] i, M

VRPN T
[, ] FELRL ]
EETI4 i 0
LAri | Eheobd
TR L ]
i 7] L]
WRLEr (DPC

LY
10

k1
dal

e

Fit]

ATEUD
FLIREAR
FLIRD)
Flwil
Fre
il e
ST
TLFFS

A TRCPY

s Tl
THLPE

idira

W

e




Recovery from provider failure

A local copy of your data and meta-
data, with normal backup procedures applied.

Won't work: Begging.

Won't work: Facebook






The important bits

1.Start making backups somehow, now
2... 0N separate media.

3.Easy and often (automatic is best, press of a
button next best)

4.Backup everything

5.Test your media
6.Have local backups of your remote data
/.Have remote backups of your local data






Niggly bits

1.Dump your databases for backup
2.Don't (properly) backup your backups






Off-site backup

 Sneaker-net
e S3
 Dreamhost Personal Backup



Off-site backup: costs

e 10GB:

- Sneaker-net: $104 (actually, 160GB)
- S3: US$1 to put data in, US$1.50 per month
- Dreamhost: US$5.95 a month (up to 50GB)

e 190GB:

- Sneaker-net: still $104
- S3: US$19 to put data in, US$28.50 per month
- Dreamhost: US$19.95 per month



Off-site backup: risks







Useful tricks

* Automatic backups

- Cron
- Udev
- Network manager



Advanced fancy stuff

$ du -sh ~/.thumbnails
359M /home/mary/.thumbnails



Advanced fancy stuff

*You don't need to backup:

- secondary, synced copies of photos, music, mail
- caches (/var/cache/apt/archive, ~/.thumbnails)
- re-installable packages (/usr/bin)

o... Unless you do.



lll-advised fancy stuff

If you're really short of room, /home, /etc and /var
IS a good opt-in.

If you're really really short of room, try:
- Your documents (if reliably located)
- E-mail (IM logs etc)
- Photos
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Local backups

e Consider:
- your (gle)maill
- your calendars
— your address book
- your photos
- your blog
- your social network
- ... all your meta-data.

Remember to incrementally back these up.
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Confession time

 When did | start backing up?
 What made me start?

... what didn't make me start?
 What am | still not backing up?
* Do | have remote backups?



Credits
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Slide 19: “Hard Drive 016" by jon_a_ross@flickr, CC-BY
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The important bits

1.Start making backups somehow, now
2... 0N separate media.

3.Easy and often (automatic is best, press of a
button next best)

4.Backup everything

5.Test your media
6.Have local backups of your remote data
/.Have remote backups of your local data
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