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Confession time

“I don't have backups”



  



  



  



  

Express backups

Run home right now...

(grab a big external hard drive on the way, format it with 
ext3)

Install rdiff-backup

Run the magical command



  

Magical command

sudo rdiff-backup --exclude-other-
filesystems ::/ ::/media/disk

sudo rdiff-backup --remove-older-than 60D ::/media/disk



  

Recovery

sudo rdiff-backup --list-changed-
since 1D ::/mnt/disk



  

Recovery

deleted Maildir/spam/cur/12276.flay:2,
deleted Maildir/spam/cur/12277.flay:2,



  

Recovery

sudo rdiff-backup -r 1D 
/media/disk/Maildir/spam /tmp/spam



  



  



  



  

Disaster: Accidental deletion



  

# rm -rf /



  

Recovery from accidental deletion

Will work: At least one quite recent older copy of 
your data.

Emergency: 

dd if=/dev/drive of=/mnt/otherdrive/drive.image

photorec /mnt/otherdrive/drive.image

Won't work: RAID



  

Media failure



  



  

Recovery from media failure

Will work: At least one very recent older copy of 
your data on another drive.

Will likely work: RAID

Emergency:
ddrescue /dev/old_drive /mnt/other/old_drive.image

fsck /mnt/other/old_drive.image

mount -o loop /mnt/other/old_drive.image 
/mnt/somewhere



  

Software failure



  



  

Recovery from software failure

Will work: At least one quite recent older copy of 
your data possibly on a separate operating 

system.

Won't work: RAID



  

Massive local failure



  



  

Recovery from massive local failure

Will work: At least one quite recent copy of your 
data as far away as possible.

Won't work: Most other things.



  

Provider failure



  



  

Recovery from provider failure

Will work: A local copy of your data and meta-
data, with normal backup procedures applied.

Won't work: Begging.

Won't work: Facebook



  



  

The important bits

1.Start making backups somehow, now

2... on separate media.

3.Easy and often (automatic is best, press of a 
button next best)

4.Backup everything

5.Test your media

6.Have local backups of your remote data

7.Have remote backups of your local data



  



  

Niggly bits

1.Dump your databases for backup

2.Don't (properly) backup your backups



  



  

Off-site backup

● Sneaker-net
● S3
● Dreamhost Personal Backup



  

Off-site backup: costs

● 10GB:
– Sneaker-net: $104 (actually, 160GB)

– S3: US$1 to put data in, US$1.50 per month

– Dreamhost: US$5.95 a month (up to 50GB)

● 190GB:
– Sneaker-net: still $104

– S3: US$19 to put data in, US$28.50 per month

– Dreamhost: US$19.95 per month



  

Off-site backup: risks



  



  

Useful tricks

● Automatic backups
– Cron

– Udev

– Network manager



  

Advanced fancy stuff

$ du -sh ~/.thumbnails 
359M /home/mary/.thumbnails



  

Advanced fancy stuff

●You don't need to backup:
– secondary, synced copies of photos, music, mail

– caches (/var/cache/apt/archive, ~/.thumbnails)

– re-installable packages (/usr/bin)

●... unless you do.



  

Ill-advised fancy stuff

If you're really short of room, /home, /etc and /var 
is a good opt-in.

If you're really really short of room, try:
– Your documents (if reliably located)

– E-mail (IM logs etc)

– Photos



  



  

Local backups

● Consider:
– your (g|e)mail

– your calendars

– your address book

– your photos

– your blog

– your social network

– ... all your meta-data.

Remember to incrementally back these up.



  



  

Confession time

● When did I start backing up?
● What made me start?
● ... what didn't make me start?
● What am I still not backing up?
● Do I have remote backups?
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The important bits

1.Start making backups somehow, now

2... on separate media.

3.Easy and often (automatic is best, press of a 
button next best)

4.Backup everything

5.Test your media

6.Have local backups of your remote data

7.Have remote backups of your local data
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